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a) Windows 10

1. From the Settings window, click Network & Internet.

Settings
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sound, notifications,

R Accounts

faults, optional

B Privacy

Location, camera
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y
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uetooth, printers, mouse
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Windows Settings

D Phone

Link your Android, iPhone
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2. Click VPN and click Add a VPN connection.

<« Settings
@ Home VPN
Find a selling I VPN

Network & Internet s
3. -+ Add a VPN connection Change advanced sharing options
B Status Network and Sharing Centre
X . Windows Firewall
% WIFi
fd Fthernet Do you have a question?
@ Dial-up . Set up a VPN
Get help
( %® VPN 2 l
Advanced Options )
2= Flight mode Make Windows better
Allow VPN over metered networks Give us feedback
() Mobile hotspot @ o
@ Data usage Allow VPN while roaming
@ o
@ Proxy
. . N
3. i) Click the dropdown menu below VPN provider.

i) Click Windows (built-in).

Related settings

Change adapter oplions

i) Click the Connection name field. ( Type a name for the VPN connection.)



iv) Click the Server name or address field. (185.106.103.103)

v) Click the dropdown menu below VPN type. (L2TP/IPsec with pre-shared key)
Pre-shared key: %oMmMD2Kmy14VdnG$yO0

Username: user

Password: Rm#I0JZ&@9U6

vi) Type pre-shared key.

vi) Select Username and password for Type of sign-in info.

vii) Type username (case sensitive) (user).

viii) Type Password

ix) Click Save

Add a VPN connection

VPN provider
Connection name
VPN

Server name or address
185.106.103.103

VPN type

Pre-shared key

Type of sign-in info

Username (optional)

Password (optional)

~ Remember my sign-in info

Save Cancel
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4. Click the VPN you just set up. (It will now appear in the VPN list.)

5. Click Connect.

VPN

Add a VPN connection

eee -

ng VPN

6. From Internet access icon you can disable/enable the VPN in ease.
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7. For more advanced users. From the link below extract the downloaded file and run the nat-t.reg,
in order to change the registry value to accept NAT-Traversal traffic.

https://cl8.com/downloads/nat-t.zip



https://cl8.com/downloads/nat-t.zip

b) Older Versions Of Windows

1. From the Control Panel window, click Network & Internet.

Control Panel

IS v & [ Control Panel vi0
Adjust your computer’s settings View by:  Category *
System and Security @ User Accounts
Review your computer's status m ) Change account type

Save backup copies of your files with File History

Backup and Restore (Windows 7) .

" Appearance and Personalization
Network and Internet _—
View network status and tasks Clock and Region
Hardware and Sound Change date, time, or number formats
View devices and printers
Add 2 device Ease.of Access

Let Windows suggest settings

Programs Optimize visual display

Uninstall a program
(et programs

2. Click Network and Sharing Center.

‘E Network and Internet

« > v 4 ‘ﬁ » Control Panel » Network and Internet

Contral Panel Home

e .
..'F INetwork and Sharing Center

View network status and tasks | Connecttoanetwork | View network computers and devices
System and Security

Network and Internet & Internet Options
7= Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Hardware and Scund
Programs :If Infrared
User Accounts Send or receive a file

Appearance and
Personalization

Clock and Region

Ease of Access

3. Click Set up a new connection or network.

% Metwork and Sharing Center
<« ~ 4 5 s Control Panel > Network and Internet » Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing nup.ac.cy Access type: Internet
seftings Domain network Connections: [ Ethernet

Media streaming options

Change your netwoerking settings

ﬁ- ISet up a new connection or netwmrkl

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Search Control Panel jel

v 0

— ]

Search Control Panel

w| & Search Control Panel
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4. Click Connect to a workplace.

'@' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L et up a new network
ey, et up a new router or access point.

|Connect to a workplace |
Set up a dial-up or VPN connection to your workplace.

g el |

5. Click Use my Internet connection (VPN).

& [l Connectto a Warkplace

How do you want to connect?

- |U5e my Internet connection (VP N)l
Connect using a virtual private network (VPM) connection through the Internet.

L N e

—> Dial directly
Connect directly to a phone number without geing through the Internet.

A o




6. Fill the Internet address as shown below and click Create.

« |_T£| Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 183.106.103.103

Destination name: YPM Connection

[]Use a smart card

Rernember my credentials

® [ Allow other people to use this connection

This cption allows anyone with access to this computer to use this connection,

7. Click Change adapter settings.

%+ Network and Sharing Center

«

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Media streaming options

v A :‘: » Control Panel » Metwork and Internet » Network and Sharing Center

w O Search Control Panel
View your basic network information and set up connections

View your active networks

nup.ac.cy Access type: Internet
Domain network

Connections: [ Ethernet
Change your networking settings
dtl Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnese and repair network problems, or get troubleshooting information.

8. Click on the VPN you created and then click on Change settings of this connection.

E' Metwork Connections

Cancel
o x
P
— O x

] Search Metwork Connections 2

= « 4 & > Control Panel > Networkand Internet » Metwork Connections
Organize » Start this connection Rename this connection

L—'. Ethemet
-

- nup.ac.cy

@ Realtek PCle GBE Family Controller

Delete this connection I Change settings of this connect\onl

VPN Connection
="y Disconnected
(g7 WAN Miniport (IKEv2)
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9. i) Click on Security.

ii) Select from the dropdown menu the option Layer 2 Tunneling Protocol with IPsec

(L2TP/IPsec).

Pre-shared key: %MmMD2Kmy14VdnG$y0

Username: user
Password: Rm#I0JZ&@9U6

i) Click on Advanced settings.

iv) Click Use preshared key for authentication and enter the preshared key you’ve been

provided with.

v) Click Allow these protocols and select the ones sown in the picture below.

g VPN Connection Propert

General Options Networking  Sharing
Type of YFPN:

Layer 2 Tunneling Protocel with IPsec (LZTP/IPsec) w

Advanced settings
Data encryption:

Optional encryption (connect even if no encryption) o

Authentication
(0 Use Extensible Authertication Protocol {EAP)

Properties

(@) Allow these protocals

| Unencrypted password (PAP) |
[]Challenge Handshake Authentication Protocol (CHAP)
| Microsoft CHAP Version 2 (MS-CHAP v2) |

[] Automatically use my Windows logon name and
password (and domain, f arny)

0K Cancel

Advanced Properties

LITP

(®) Use preshared key for authentication

Key: [seesssssesssesy]

() Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

Cancel

10. To connect click on Internet access icon and click on the VPN you created and then on

connect.




nup.ac.cy
Connected

o'@ VPN Connection

11:31 AM

)
AT D) NG e O

11. Enter the username and password you’ve been provided with.

Windows Security
Sign in
User name
Fassword
Comain:
(0].4 Cancel
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c) iPhone

1. Start from the home screen. Go to "Settings".
2. Select "General".

3. Then proceed to "VPN".
< Settings General

iPhone Storage

Background App Refresh

Datd & Time

Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync

VPN Not Connected

4. Tap on "Add VPN Configuration...”.

11



{ General VPN

Add VPN Configuration...

5. Tap on "Type". Select "L2TP" by tapping on it.
6. "Description" is the name of the connection, can be any as you like.
7. “Server” Add the IP of the VPN (185.106.103.103)
Pre-shared key: %0MmMD2Kmy14VdnG$yO0
Username: user
Password: Rm#10JZ&@9U6
8. “Account” add the username (user)
9. “Password” type the password of the user you add earlier.
10. “Secret” add the IPSEC pre shared key.

11. Click “Done”

12



Cancel Add Configuration Done

Type L2TP

Description VPN

Server 185.106.103.103
Account user

RSA SecurlD

Password eeeeeeeeceee

Secret ..................I

Send All Traffic u

12. Now connect by tapping the switch button to the right of VPN Status.

13



{ General VPN

VPN CONFIGURATIONS

Status

.

Add VPN Configuration...

d) Android 9.x

1. Click the Menu button on the phone

14



2. Click the 'Settings' button

3. Select 'Wireless & Networks' from the menu list

2

Mobile data is off

Wireless & networks
Wi-Fi, Dual SIM settings, Mobile network

)

Device connectivity
Bluetooth, NFC, Printing

&

Home screen & wallpaper
Magazine unlock, Themes

®

Display

Brightness, Eye comfort, Text and display size

@

Sounds
Do not disturb, Ringtone, Vibrate

&
S

Notifications
Badges, Lock screen notifications

4. Click 'VPN'

& Wireless & networks
Airplane mode

Wi-Fi

Mobile network

Tethering & portable hotspot

Dual SIM settings

Data usage

VPN

Private DNS

5. Click 'Add VPN network'

Auto

15



6.

<& VPN

’§- AnyConnect

6 GlobalProtect

+

Add VPN network

Enter suitable VPN name for the server under 'Name'

16



10.

Select 'L2TP/IPSec PSK' under ‘Type’

7

Enter the IP address of the server you are connecting to under ‘Server’.

Under 'IPSec pre-shared key' enter the IPSec key

Pre-shared key: %0MmMD2Kmy14VdnG$y0
Username: user

Password: Rm#I0JZ&@9U6

Select 'Save'

& Edit VPN network

Name

VPN

Type L2TP/IPSec PSK

Server

185.106.103.103

L2TP secret

IPSec identifier

IPSec preshared key

Show advanced options

CANCEL SAVE

17



11. Select the VPN you just created from the list of available VPN accounts

& VPN
VPN

”"ﬁ. AnyConnect

\% GlobalProtect

12. Enter login details: Username and Password (VPN Password), when prompted, and click
'Connect’

& Connect to VPN

Username

user

Password

Save account information

Always-on VPN

13. The connection status should come up as 'Connecting...'

14. Once connected the connection status should come up as 'Connected' and display a key
symbol in the system tray and pulldown menu

& VPN

VPN

Connected

-’§. AnyConnect

\% GlobalProtect
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15. To disconnect: from the menu select '(your) VPN connected'

16. Click the 'connected' VPN from the menu to disconnect.

VPN is connected

Session: VPN
Duration: 00:00:42

Sent: 221107 bytes / 331 packets
Received: 65993 bytes / 257 packets

DISCONNECT CANCEL




