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To Zxedlo AopaAeiag (Security Plan) €ival To €yypago oTo onoio NeplypagovTal Ta opyavwTika
Kal TEXVIKA METPA, KABWC KAl Ta METPA PUOIKNG AoPAAEIac nou epappolovTal n/kal npokeiTal va
€papPooToUV ME akpifeia yia TNV npooTacia TwV NANPOQPOPI®V KAl TwV MNPOCWNK®V
0edopévwy, guaiocbnTwyv Kai pn, nou TnpouvTal ano To Maveniotruio NeanoAig Magog, kabwg
Kal Ol anapaiTnTeG EVEPYEIEC YIA TNV UAONOINOT TOUG.

To 2Zx€dI0 AuTO £XEl TO XAPAKTAPA TOU £MNEIYOVTOG AOYWw TNG €papuoync Tou Mevikou Kavoviouou
Mpootaciag Asdopevwyv  (FKMA-GDPR) kal  ©a 1oxuel  péExpl  To MavenioTApio va
epapuooel ZuoTnua Alaxeipiong Aogaieiag MAnpo®opiov cUPPWVa PE To NnpoTuno ISO 27K.

To 2=xe€dl0 Ao@dAsiac anoTeAeiTal and Tnv NEPIypaAPry TOoU OUOTAHATOC ene€epyaaiag
npoownikwv Oedopevwy Tou [llavenioTnuiou, Ta opPyavwTiKA, Ta TEXVIKA MHETPA aoc@AAesiag,
Ta METPA PUGIKNG AOPAAEIAC nou epappolovTal, HETPA avakapyng and KataoTpoPEG Kal To NAAvo
uAonoinong Kal Epappoyng TWV HETPWV acPaleiac.

I) Nepiypagn TOU CUCTAMNATOC ENEEEPYATCIAC NPOCTWNIK®DV SESOUEVWOV

SUVTONN MEepIypaA®r TNG TEXVOAOYIKAG UMOJOMNAC KAl TV MNANPOPOPIAK®WY CUCTANATWV MNou
unooTtnpifouv Tnv ene€epyacia Twv Npoownikwv dedodévwv oupnepIAapBaveral oro Mapaptnua
I.

II) MéTpa Ao@pdAsiac

MeplypagovTal Ta PETPA aopdaleiag nou e@appolovral and To Mavenmotipio NednoAig kai
evTaooovTal OTIG NapakdaTw TPEIG KUPIEG KATNYOPIEG:

A. OpyavmTika MéTpa AopaAsiag

1. YneuBuvol AopaAeiag (DPO, CIO, IT Technical Manager)
Opyavwon / Alaxeipion npoownikou
Alaxeipion NANPOPOPIaKWY ayadbwv
KataoTpopr 0€d0UEVWY Kal anoBnKEUTIKWV HECWV
Alaxeipion nepIoTATIkwV napapiaong npoownikwv dedOPEVWV
Eknaideuon npocwnikou
‘EAgyxo0g

No ok wht

B. Texvika Métpa AopaAsiag
1. 'EAeyxog npooBaong
2. AvTiypaga aopdA&iag



AlgpudpPwaon UnoAoyioTwV

Apxeia KaTaypaeng eVEPYEIWV XPNOTWV KAl CUMBAVTWYV AOPAAEIAq
ACQAAEIQ ENIKOIVWOVIWV

Apxeia 0g anoonwHeva PEaa anobnkeuong Kal aTto OiKTUO
Ac@pdaAleia AoyIoHIKOU

Alaxeipion aAAaywv

LN hA~W

. Métpa ®uoiknG ACPAaAsiag
1. 'EAeyxoc qpuOIKAG npooBaong
2. MepiBaAAovTikn aopdaAeia
3. 'EkBeon eyypdpwv
4. TpooTacia popnTwV PHECWV ANoBNKeEUONG

A. Baoika HETpa avakapyng anod KAaTaoTPoPEG

AvaAuTIKOTEPA TA PETPA AOPAAEIAC KATA KATNYOPia:



1. YneUuOuvol AopaAsiag
A) Opiopog Opadag Aopaleiag

Me Bdon To npotuno ISO27K nou akoAoubnBnke oTnv HEAETN Cuppop@wong (compliance plan)
npoBAENETAl OpIOUOG d1akpITnG B€0nG ouddag ao@PdAsiag evtog Tou [avenioTnuiou HE  aApXIKEG
appodIOTNTEG TNV €MniBAEWn Kal Tov €AEYXO TNG EPAPHOYAC TOU OXedioU aoPAAEIac KAl TWV HETPWV
ac@AaAeiag NANPOPOPIWV.

2. Opyavmon/Alaxeipion npoownikou
A) PoAo1/€E0uaiod0TNOEIG

O1 epyalopevol exouv dikaimpa npooBaong povo ota anoAUTwG anapaitnta dedopuéva NPocwnikou
XapakTApa, BAacsl Twv aphodIoTATWV Kal kKabnkOVTwV NMou Toug €xouv avaTebei (poAol) kal
evnNUEpWVOVTAl aphodiwg yia TIG eUBUVEG Kal TIC UNOXPEWOEIG TOUG OE OXEON ME TNV ACPAAEId
NANPOPOPIWYV KAl OdOUEVWY ETOI WOTE va EAAXIOTOMNOIEITAI O KivOUVOG anod avBpwniva o@aiuaTta kata
Tn 81ApKEIa TNG KAVOVIKNG TOUG Epyaaiac.

B) AvaGempnon poAwv

O1 €EouoiodoThoslc kal Ta OdIkAlwPATa npoocBacnc o€ npoownika Oedopéva Kal MANPoQoOpiesg
enave&eTalovral and Tov d10IkNTIKA unelBuvo o KABe epyaaiakn aAAayn epyalopevou: TonoBETnaonN,
METaKivnon, aAAayr KabnkovTwy, anoxwpnaon KAM

EmnpdobeTa, ol epyalopevol NpENel va evnuepwvovTal and 1o Tunua HR, yia TIC UNOXPEWOTEIG TOUG OF
OXEOQN UE TNV TNPNON TWV 0PWV EUNIOTEUTIKOTNTAG Kal EXEMUBEIag, 6Tav aAAadouv BEon epyaaciag n kai
KaTa Tnv AUon TnG Ouvepyaciag Toug Pe To MavenioThuio.

) A€opEUON EPNIOTEUTIKOTNTAG

Eival anapaitn™n n AQwn €I0IKOV HPETPWV WC MPOG TNV EMMNIOTEUTIKOTNTA Yyia Tn O£0PEUCH TOUu
NPoOoWnIKoU nou enegepyaleral npoownika dedopeva, 10iwg OTav To €v AOYyw Npoowniko degv
deopeveTal AN yia To andéppnTo.

SUYKEKPIMEVA  OTIC  OCUMPBACEIC KAl OTA  CUMQWVATIKAG  UE  OUVEPYATEC/NPOPNOEUTEC
oupnepiAauBavovTal 0pol EPNIOTEUTIKOTNTAC KAl KN anokaAuywng uaicbnTwv nAnpogopiny, Opol
npoaoTaciac TnG ISIWTIKOTNTAG TWV PUCIK®V NPOooWN®V Kal 0pol yia aoPAAEla TWV NANPOPOPIWYV.

A) Anoxwpnon unaAAnAou

Katd Tnv anoxwpnon HMEAOUC TOU NPOCWNIKOU akoAouBeital diadikacia npooTaciac Twv
NANPOPOPIWY KAl TWV NMPOoWNIKWV OeDOUEVWY PE EUBUVN TOU JI0IKNTIKA UNEUBUVOU OE OUVEPYAOia PE
To THANMA HR Kal TNV ANWN OUYKEKPINEVWV HETPWV:

1. Anevepyonoinon/katapynon TwV AoydpliachwVv npoofBacnG kKdl TwV £EO0UCIODOTNOEWY OFE
NANPOQOPIAKA CUCTANATA, EPAPHOYEC KAl UNMOAOYIOTEC.

2. Kartapynon Twv AoyaplacpwVv NAEKTPOVIKOU TaxudpouEiou Kal Yn avabeaor Toug o€ aAlov (KN
€navaypnaigonoinon Toug).

3. EnioTpogr onoloudnnoTe €EoMAICHOU €XEl NApPAOXeBei OUPNEPIAAUBAVOUEVWV
UMOAOYIOTWV, MEPIPEPEIAKWY, KAEIDIWV, NAEKTPOVIKWV KAPTWV £10000U/eEOd0U, K.AM.

3. Alaxeipion nAnpo@opiak®wv ayadwv
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A) Karaypapn

J€ €viaio PNTPWO TWV MANPOPOPIAKWV Kal JIKTUAK®WV UMOJONWY, TWV CUCTNHATWY TOU AOYIOUIKOU
Kabwe Kal Twv Katnyopiwv apxeimwv kal O0edodEVwV MOU  XpnoigorolouvTal Kal TnpouvTal,
KaTaypAagpeTal ToO GUVOAO TWV KEVTPIKWV NANPOPOPIaK®WV Nopwv Tou MNaveniornuiou nou oxetiovral
ME TNV aoPAA&ia NANPOPOPIWY KAl TNV AOPAAEId NMPOOWNIKWV OEOOUEVWV.

SUYKEKPIMEVA, KABe TuNAMa nou OJlaBETel kal AgIToupyei  unodopr NANPOPOPIKAC Kal JIKTUWV HE
€ubuvn Tou J10IKNTIKA UuNeUBUVOU TNG Jovadag Kal o cuvepyaaoia e TNV Ouada Ao@AaAeiac ppovTilel
WOTE va Kataypagpouv:

YnoAoyIoTIkOG eEonAIoNOG (EEunnpeTNTEG, oTABUOI Epyaciag, cuoTnuaTa dioKwVv)
AIKTUAKOC €EONMAIONOGC

JUOKEUEG OIKTUAKNG aopAaAelag

DopNTEC CUOKEUEG

AEITOUPYIKA OUCTAMATA, EVOIAUETO AOYIOWIKO, BACEIG OEDOUEVWYV

Eqappoyeg AoylopikoU Kal NANPogopIaka ouoTnUaTa

Aedopeva / nAnpopopiec (BAoeIg dedouEVWY, EVTUNA N NAEKTPOVIKA £yypaga, dedopeEva o
ONTIKA N HayvnTIka PJETa, K.AM.)
EykataoTaosig (ypageia, Data Room, k.An.)

BonbnTikd dikTua / UNOOTNPIKTIKG ouoTnUaTta (NAEKTPIKO peuna, TNAEMNIKOIVWVIEG,

KAIATIONOG)
duaoiko apxeio (EKTUNWOEIG, NPWTOTUNA Eyypada)

3TN OUVEXEId Yyia KABe nAnpogopiakd nopo KATaypda@eral o uneubuvocg (101I0KTATNG) MNou o€
ouvepyacia pe Tnv Opada AogpdAeiag, kabopifouv Ta METPA Mou E&ival anapaitnta yia Tnv
npoaoTaacia Tou nopou (eEonAIoPOG, AoyIiodIKkO rj NAnpogopia).

Kata Tnv kataypaprn Twv nopwv 181aitepn npoooxn Odiveral, availoya pe To €idoG Tou noOpou
(ouoTnua, e@apuoyn, apxeio, KAM) , OTIG OPICHEVEG KATNYOPIEG XPNOTWV Kal Ta Oikaiwuata
npoOoBacnG Kal eKTEAEONC evepyEIiwV NMou anodidovTal o€ auTeC. KaTtaypageTal eniong n avrioToiXion
TWV OPICPEVWV OTO oUoTnUa epyalopévwv HPE TNV npdoBacn Kal TIC €VEPYEIEC MOU PMopouv
vVa €KTEAEOOUV, €iTE QUTR NpaypdaTonolsiTal and npoownikd Aoyapiacpyo npooBacng eite ano
Kolvd N npokaBopiopevo Aoyaplacuo. Eniong kataypagerar n diadikacia Olaxeipiong XpnoTwy,
oTnv onoia neplypageral kAbs nepinTwon npoobnkng, aAAayng n diaypa®ng xXpnoTwv Kal n
anovoun kal n HJETaBoAn Twv JIKAIWHATWY R ENINEdwV NpooBaong.

B) Alaxeipion uoikoU apyeiou

pX3 KaOe TUAMa  €@apuolovTal OUYKEKPIMUEVEG d1adikaaoieg yia TNV opon
opyavwaon/apxeiofeTnon/Tagivounon Tou @UOIKOU apxeiou (dnA. Tou apxeiou HE TOUG (PUOIKOUG
(PakeAOUG).

N Aiapaduion nAnpoYopinv

Ma TiIG nAnpo@opieg kal Ta npoowrnika dedopéva (NAEKTpoVIKG apxeia, eyypaga) nou diatnpolv Kdal
ene€epydaldovTal Ta TUNUATa opioTnke kaTaAAnAo oxnpa odiaBdduiong. O1 unelBuvol Twv NOpwWV
xapakTtnpidouv TIG nAnpogopieg (dedopeva) pe eubBuvn Tou OloIKNTIKA unguBuvou Pdoel Tou
€idoug KAl TNG KPIOIMOTNTAG TOUG Kal OUPQPWvVA HE TO €VOEIKTIKO oxnpa diaBaduiong.

I. Anpooiag Xpnong

II. EowTepikd AdiaBabunTa

III.EpnIOTEUTIKA



MNa kdbe katnyopia d1aBabpiong w¢ npo¢ Tnv AopdaAeia MANPoPoOpPIwWV, E£XEI OPIOTEI AVAAUTIKA
0 TPOMNOC XeIlpiogoU Twv nopwv (diadikacia) anod To TUAMA (eKTOC €Aav NPoBAENETAl KEVTPIKA) Kal
0€ OX€0N MUE TO AVTIOTOIXO NANPOPOPIaKO cuoTnua (gav xpnoiyonolsitatl),



WOTE va O1apUAACOETAl N EYNIOTEUTIKOTNTA TWV NANPOMOPIWV NOU NEPIEXOUV KAl va EAAXIOTOMNOIEITAl
n mbavoTnTa diapponc.

A) Alakivnon NnAnpo@popIak®wv ayadwv
Kd&0e Tunua pe eubuvn Tou d1oIkNTIKA uneuBbuvou Ba Tnpsi:

1. Aiota TOU pnxavoypagikoUu eEonAiopgou (NpoownikdG UMOAOYIOTNG, POopNnTOC, EKTUNWTNG,
eEwTePIKOG diokog, usb disk, kAn) nou napaxwpeitar oToug £pyalopEévous TNG.
EninAéov ol epyalopevol unoypagouv O OXETIKA POpHa KATa Tnv napaAaBry aAAa kai
KaTa Tnv napadoon (eNICTPOPR) TOU avTioTolxou EONAICHOU.

2. ANioTa ME TIC KEVTPIKEG EQAPMOYEC AAAWV ONUOCIWV (POPEWV Mou €xel npocBacn Kai
TOuG Aoyaplaopoug Twv epyalodevwyv nou ouvdéovtal O€ auTtes. Eniong otnv idia
AioTa oupnepiAapBavel TiIc unnpeaoieg cloud ) TIC AAANEG UNNPETIEC TPITWV NOU XPNOILOMOIE yia
TIg avAYKEG TNG UNNPETiag.

2€ nepinTwon nou €€onAICHOG (M.X. unoAoyioTng N USB) e npoownika dedopEva HETAPEPETAl EKTOG
TWV EYKATAOTACEWV Tou MavenioTnuiou, n evEpPyEla auTn KaTaypdagetal and Tov dIoIKNTIKA uneuBuvo
(nMepounvia kal wpa €£6d0u, NPOCWNO NoU XPNOIJonolel Tov €EONAICHO, ENICTPOPN ToU €EONAICHOU).

2Ta Ynoiaka peoa anobnkeuong TonobeTeiTal onuavon, n onoia 6a unodnAwvel To €ninedo TnG
d1aBabpiong TNG NANPOPOPIag Nou EPNEPIEXETA.

2€ NEPINTWOEIG NOU PETAPEPOVTAl OIABABUIOUEVEG MANPOPOPIEC XPNTIHOMOIOUVTAl CUYKEKPIHUEVOI
METAPOPEIC YIa TNV anooToAn evTUNWV KAl YnPIaKwV JECWV anobrnKeuong EKTOG TOU
MavenioTnuiou.

Id1aiTepn npocoxn npénel va doBei anod To Npoownikd OTIGC NAPAKATW NEPINTWOEIG dlakivnong
€UaiotNTWV NANPOPOPIMV KAl NPOCWNIKWYV OEOOPEVWV:

Ta €vTuna kal Ta Heoa anoBnkeuong Ke Kpioiga npoownika dedopeva, diakivouvTal and kal
npog To MavenioTnuio, HE €I0IKWV Npodiaypapwyv (pAakEAOUG KAl NAKETA KAl KaTaypa@ovTal o€
€10IKO NPWTOKOAAO KATAYPAPNG EICEPXOMEVWV/EEEPXOUEVWV.

Ta €vTuna Kal Ta YEoa anoBnkeuonG Je Npoownika dedopeva nou diakivouvTal evTOg Tou
MavenioTnpiou, and ypageio os ypageio ) JeTaEU opyavwTIKWV HOVAdwV €niong
KartaypagovTai.

Ma Tnv anooToAn euaiodBnTwv NAnpoPoplwV PHEow fax, Npénel va yiveral eniBeBaiwon OTI 0
napaAqnTng BpiokeTal dinAa oTo fax, npiv TNV anooToAn TouG.

Katd Tnv ekTUnwon €uaiodbnTwyv nAnNpopopinV O KOIVOXPNOTOUG EKTUNWTEC, OTAV OV UMNOPEI
va ano@euxBei, o epyaldpevog Npénel va BpiokeTal dinAa OTOV EKTUNWTN APECWG PETA TNV
anocoToAr Tou apyeiou

H nAEKTPOVIKI anooToAn apxeiwyv Ue euaiobnTa dedopeva, NpaypaTonoleiTal ge Xpron acpailwv

MEBOOWYV, ONAadn ME XPAON KPUMNTOYPAPNUEVOU OUVNHUMEVOU KAl AnOOTOAN Tou KAEIdIoU
KpunToypa@naong (password) peow d1apopeTIKOU kavaAioU (TNAEQWVIKA ) HEow SMS).

4. KataoTpo@n 330HEVWV Kal AMOONKEUTIKOV HECWOV

A) A1adIKACIEG KATAOTPOPNG SESOHEVMV



Mpiv anodé TNV KataoTpopn eVvTUNWY N NAEKTPOVIKWV APXEIWV MOU NEPIEXOUV NMpoownika dedouéva Ba
npenel va AapgBavovTral Ta kataAAnAa YeETpa woTe va diac@aAideTal n NARPNG Kai Joviun diaypapn Twv
0eOOUEVWV AUTWV.



3TNV nNepinTwon npoownikwv O0edoUEVWV Mou napdayovTal n/kal xpnolgonolouvTtal Kadnuepiva
0c EVTUNN MOp®n OTO nMAdioI0 TwWV €pyaciwv Kal Ta onoia, HMETA and Tnv OIEKNEPAIWON
TNG CUYKEKPIMEVNC €pyaciacg, €ival nAgov axpnorta (n.x. avriypa®a, npoXeIpeC EKOECEIC, ONUEIWOTEIG
TV UNAAARAWY, K.4.) KATAOTPEPOVTAlI CUCTNNATIKA PE XPNON KATAoTPoPEWV eyypapwv (shredders).

e nepinTwon andéoupong 1 enavaxpnoigonoinong nAnpogopliakoU eEonAlogoUu  (NPOOWNIKOI
unoAoyloTég, Oiokol, (popnTd HEoa anoBrnkeuonc), €neidni n diaypa®n apxeiwv n kar To format
diokwv Oev €ival €napkn, npaypartonoleital  poviun diaypa®n OedOMEVWV/APXEIWY  HECW
npoxwpnUEVWY TeEXVIKWV (wipe, secure wipe, low level format) nou epapudlovtal and €EIdIKEUPEVO
NPOCWIKO.

5. AlaxXeipion NEPICTATIKOV NAapaBiaocnc Nnpoownik®V SESOHEVOV
A) Avagopa ZupBavrtwv kal Eunafsiov AcpdalAsiag

Ta PEAN TG Akadnuaikng KoivotnTag Tou MavenioTnuiou yevika kai €1I01IKOTEPA TO NPOCWNIKO €ival
UMOXPEWMEVO VA avaPepel onoladnnoTe oupBav kal eunadela avayvwpioel 1 Tou ava@epbei o oxeon
ME TNV ao@aAsia nAnpogopimwyv, ONwc Tuxaia n abguiTn KATaoTpodr, Tuxdia anwAegia, aAloiwon,
anayopeupevn d1adoon r npdoBacn kal kKabe AAAn pop@n abEITNG enegepyaaniac. H yvwoTonoinon 6a
yiveTal To ouvTopoTEpO duvaTtov, oTo Mpoowniko Ailaxeipiong Suupavrwv (DPO, CIO, Campus
Director) yia Tnv a&oAoynon Tou OUpBAvVTOG KAl TNV nibavn e€vepyonoinon TwVv KATAAANAwV
dladikaociwv Olaxeipiong NePIOTATIKOU ao@PAAEIQC Kal TNV €yKAIPN €KTEAEON TwV MNPORAENOUEVWV
EVEPYEIWV.

B) Alaxeipion NEPICTATIKOV ACPAAEIAG

Edv To yvwoTtonoinuévo oupBav  agopd npoownika Oedopeva TOTE TO afloAoyeiTar andé To
Mpoowniko Aiaxeipiong SupBavrwv. e nNePINTWON MNOU TO OUupPPBAv  agopd napafiaon
npoownikwv Ooedopevwv n  YMA (DPO) akoAouBei Tnv diadikacia Xeipiouou [MapaBiaong
lMpoownikwv AEOOUEVWV.

6. Eknaidsuon npoocwnikou
A) Baoikn eknaidsuon

To NavenioTrApio dlopyavwvel ekNaldeuUTIKA CEPIVApPIA pia TOUAAXIOTOV QOpa KATA €TOG O XWPO TNG
MavenioTnpiounoAng kabwg kal d1adikTuakd, PE OkKono Tnv opbn €@appoyn Twv NpoPAendUevwV
0pYaVvVWTIKWV Kal TEXVIKWV HETPpWV ac@dAeiag. H eknaideuon 6a kaAunTel BEuata npooTaciag
NPOCWNIKWV JedOPEVWY, KABWG Kal B&pata ao@dAeiag oOnwg n.x. XPAoN I10XUPpWV KWIIKWV
npooBacng Kkal ouvenuaTikwy, TPOMO €VTONIOUOU Kal ava®opdc TwV MePIOTATIKWV napafiaong Tng
aoQdaA&giag, owoTn XpAon Twv e- mail kal Twv anoonWUEVWY HECWV anodbrkeuonc, social
engineering, phishing, vishing, ao@aAng xprHon papPoywv Kai I0TOTONWY, AOYIOHIKA aocpdAsiag,
KA.

H nepiypapr Twv Bacikwv 01adikaociwv Kdl TV TEXVIKOV HETPWV aAcPAAEIaC nMou npensl va
yvwpiouv Ta PEAN TOU MPOOWNIKOU avapTwvTdl o€ KaTaAAnAo diapopPwuevo SIKTUAKO Tomo (web
portal).

B) EEe1d1keupévn eknaideuon
Mp€nel va napExovTal ol anapaitTnTol NOpol yia TNV €EEIIKEUPEVN EKNAIDEUON TOU MPOCWNIKOU NMOU EXEI
avaAaBer Tn Olaxeipion TNG aopdaAeiag kai TNV OIApKR EVNUEPWON TOU OXETIKA MHE TIC

TEXVOAOYIKEC EEEAIEEIC OTO XWPO TNG ACGPAAEIAG NANPOPOPIWV.
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N Evnuepwosig o OEpara acpaleiag

Mpénel va npaypaTonoloUvTal ouXva Kdl cUOTNHATIKA EVNHEPWOEIC AOPAAEIAG TOU NMpoownikoU ano
EVNUEPWHEVEG KAl EYKUPEG NNYEG YIA TNV aocPAAEld NANPopopIwyV, woTe KABe epyaldUevog va €ival o€
Beon va npooratéwel T600 TO iIdpupa 600 KAl Ta npoownika JOedodéva nou auTo diaxelpileTal,
1I01aiTEPa anod TuXOV VEOUC KIVOUVOUG Nou epgavifovTal aTo d1adikTuo.

7. 'EAgyxog
A) Ailadikaoia eAéyXxwv

H Opada AopdaAsiac e@apuolel TouAdxioTov €Tnoiwg O1adikaocia e0wTEPIKOU EAEYXOU TAPNONG
TWV METPWV aC@PAAEIQG Kal TNG AMOTEAECHATIKOTATA TOUG OTNV NpPooTacia TwV MNANPOPOPIAKWYV
OUOTNHATWY, TWV UNNPECIOV TNAEUATIKAG Kal dIKTUwV, oUUQWVA KE Ta akoAouba otadia:

a) nposroiyacia Tou eAEyxou (kabopiopog NANPOPOPIAK®V MNOPWV/ENIPEPOUC MNOAITIKWV nou Oa
eheyxBouv, xpovodiaypaupua, KAm),

B) die€aywyn Tou eAEyxou,

Y) anoTeAéopaTa Tou eAEyXOU (TUXOV EUPNMATA, NPOTEIVOUEVEG EVEPYEIEG KAM).

Ta anoTteAéopata Twv eAéyxwv diaBiBalovral w¢ nopioya oTa appodia OIoiIknNTIKa oOpyava Kal
n Ouadda Aoc@daAelag Ta a&onolei  npofaivovrag OTOV  MAPOYPAMMATIONO Twv — avaykaiwv
TPOMNOMOINCEWV KAl NPooONKWV OTA YETPA ACOPAAEIAC Kabwg Kal oTo oXE€DI0 aoPAAEIaq.
YNOoXPeWTIKA 0 ECWTEPIKOG EAEYXOC TNG TNPNONG TWV HETPWV AOPAAEIAC KAl TNG ANOTEAECUATIKOTNTA
TOUG VIVETAl OTIC KPIOIUEC MNANPOQPOPIAKEG Kal  OIKTUAKEC UnodopeC and  KaTtadAAnAa
€€0UOI000TNHEVO NPOCWNIKO KAl KaTa eAdxioTov 8a cupnepIAaPBAVEl EAEYXOUC:

¢ Avixveuong EunaBeiwv (Vulnerability Scans)

¢ Aokipgwv Mapeioduong (Penetration Testing)
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1. 'EAeyxog npooBaong
A) Aiaxeipion AoydpiacH®V XpnoTOV

Ta nAnpogopliakd OCUCTANATA Kdal ol epapuoyec OlabgTouv  diadikaciec yia Tn  dlaxeipion Twv
AOYyapIlaopwV TwWV XPpNOTWV, Ol onoieg nepiAauyfavouv kat’ eAaxioto Tnv npooBnkn, Tn HETABOAR
1010TATWYV Kal Tn diaypagn Aoyapiacuou.

H ouvdeon WE TNV KEVTPIKN UNnpecia Tautonoinong kal €EouciodoTnong XpnoTwy, O6nou auTto €ival
EPIKTO O OpYavwTIKO Kal TEXVIKO €ninedo, ival eniBeBAnPEVN yia Adyoug e€oikovopnong nopwyv (o€
NPOYPAUMNATIONO Kal diaxeipion), BEATIOTNG a&lonioTiac Kal YEVIKEUPEVNG XPNONG €VOC KEVTPIKOU
Aoyapiaguou XpnoTn.

B) Mnxaviodoi eAéyxou npooBaong

Ta nAnpo@opiakad OCUCTAMATA KAl Ol €PAPHOYEC OIABETOUV MPNXAVIOWOUG MOU anayopeUouv Tnv
npooBaon o€ ndpouc/unocucThuaTa/apxeia and pn €EoucliodoTNUEVOUG XPNOTEG: 0UOIAoTIKA,
dlaBETouv KaTaAAnAa pETpa nou eEao@aAifouv TNV e€yyunuéva op6R TauTtonoinon Kal
aubevTikonoinon Twv Xpnotwv (yia napddsiyga MeE TNV TauTtonoinon 2 otadiwv - 2 Factor
Authentication), &v® TAUTOXPOVWG YIVETAI OE TEXVIKO €MiNed0 OUYKEKPIMEVN EKXWPNON
dIKalwPATWV/eEouaiodoTnoewV o KABe xprnoTn (ME Xpnon Twv security groups Tou Active Directory).

And Toug uneUBuvouG TwV MNANPOPOPIAKWY OCUCTNHATWY NpaypaTtonoleital nepiodikog EAEYXOG
(TouAayxioTov eTnoiwg) Twv OIKAIWHATWY NpooBacng kal AagBavovral Ta anapaitnta di1opbwTika
METPA OTIC NEPINTWOEIC UNAPENG Aoyaplacpwv XpnoTn Me dikaiwpata nou Oev avTioToiXxouv
OTO UPIOTAPEVO pOAo Tou epyalopEvou.

) Ailaxeipion ocuvOnuaTik®v

H noAimikiy dlaxeipiong Twv ouvONnuUATIKOV TwV XPpNoTwV, MepIAAPBAvVEl kKavoves anodoxnc yia
TO EAAXIOTO MNKOG KAl TOUG EMTPENTOUC XAPAKTNPEC TwWV ouvlnuatTikwv (noAunAokoTnTa
ouvenuaTikoU), TNV IOTOPIKOTNTA TOU cuvOnuaTikoU Kal Tn ouxvoTnTa aAAayng Tou. SUYKEKpIPEVA Ta
ouvenuaTika Twv xpnoTwv 6a npenel:

1. Na €xouv PNKOG TOUAAGXIOTOV 8 XapaKTHRpWV.
2. Na nepiExouv XapakThHpEG NOU va avnKouv o€ TOUAAxIoTov 3 ano TiG 4 akOAouBeg ouadeg:

Mikpd ypdapuara.
KepaAaia ypaupara.
ApiBuoi.

Eid1koi XapakTrpeg.

3. Na aAAalouv onwaodrnoTe evTOg SIACTANATOC NIKPOTEPOU TOU EVOG £TOUC
4. Na pn oupninTouv Pe Ta TeAsuTaia 3 ouvOnuaTika xpnoTn.

O1 xpnortec npenel va aAAalouv ol idiol To (NpokaBopioPEVO) ouvBNUATIKO MOU TOug avaTiferal
e€apxng, kabwg eniong va aAAalouv Onwg €xel avapepBei To ouvONUATIKO TOUG ava TAKTA XPovika
dlaoThuaTa.

H napandvw noAITIKr) o€ oXEon YE Ta ouvONuaTika Twv XpnoTwv (password policy) eniBaAAeTal peow
TOU KEVTPIKOU OUCTAMATOC dlaxeipiong XpNoTWV Kal o€ oUVOEON HE TOUG EMNINEPOUG KNXAVIOWOUG
TAUTOMOINONG TWV XPNOTWV OTIC EPAPHOYEC Kal Ta cuoTnuaTa (n.x. LDAP, AD). 'Onou auTtd dev €ival
EPIKTO 0TO OUVOAO TOU N OE€ PEPOG TOU, €ivadl Ol XPNOTEG ANOKAEIOTIKA UNEUBUVOI va CUUHOPPWVOVTAI
ME TIG BEATIOTEG NPAKTIKEG NOU €NIBAAAEI N NOAITIKI) GUVONUATIKWV.
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H id1a NoAITIK) ouvBnuATIKWV NMPENEl va aKOAOUBEITAl 0TOUG KwdIKOUC nNpooBaong dIaxeIpIoT®wV Kal
XPNOTWV OTOUC NPOCWNIKOUC UNoAoyIoTEC (oTaBepouc, popnTouc), tablets kal oTIC AAAEC CUOKEUEC.
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Eniong og ox€on ME TIC NPAKTIKEC NOU akoAouBouvTal oTn dlaxeipion Kai Xprnon Twv ouvenuaTikwyv anod
TOUG XPNOTEC anayopeUETAl:

1. ol npoownikoi kKwdikoi NpdoBacnc XpNoTWV va yvwoTonolouvTdl g€ AAAoucg xpnoteg. H
OUYKEKPIYEVN NPAKTIKN €&VEXEl UWNAO Kivouvo d1apponG TwV KWOIKWV KAl €PQEAVIONG
NEPIOTATIKWV MN €E0UCI000TNHEVNG NPOCRACNG O CUCTANATA, EPAPHOYEG Kal NTANPOPOPIECS,
KaBwc gniong neplopilel TNV a&lonioTia Tou EAEYXOU Yia TO NOIOC XPNOTNG £XEI NpOCBaAcn o€
Nnolo NANPOPOPIaKo nopo.

2. ol kwdikoi npéoBaonc va ocupninTouv HE KWOIKOUG Mou Xpnaoigonoiouv ol €pyalOuevol
€KTOC MavenioTnuiou

3. va kataypagovTal ol Kwdikoi NnpdoBaonc o€ Evruna Peoa

4, va anobnkevovTtal ol KwOIKoi npooBacnc Oe NAEKTPOVIKN HOPPR Xwpic va
KpuntoypagouvTal. Ma Tnv aocpaAn anobnkeuon KwdIKwV npocfacn MNopei va
xpnoigonoloUv To Aoyiodikd Keepass.

MNa Ta ouoTANATa N TIG EQAPHOYEG OMNou eV PNOPEI va epappooTei €va password policy, ol XpAoTeg
gival unevBuvol va GUPHoPPWVOVTAl JE TIC BEATIOTEG NMPAKTIKEG.

A) Mn emiITuxnpEVEG Nnpoonabeieg npocBaocng

O1 ENITUXNMEVEC KAl Ol AnMOTUXNMEVEC NPOoNABEIEC OUVOEDNG TWV XPNOTWV 0 OAA Ta NMANPOQPOpPIaKa
ouoTAMATa KataypagovTal. H kataypagr auTth pnopei va a&onoinbei o npoAnnTikoUg EAEYXOUG
aoQdAelac  yia npoondbeiec pn €€ouoiodoTnUEVNG NpooBaong kal orn OlEpeUvVNON NEPIOTATIKWV
ao@alsiac.

E) ASpavonoinuévog UunoAoyioTng

Mpog anoguyn pn €€ouciodoTnuevng npodoPBaong os nNpoownika dedopeva, and Xprnon avoixTou
UNOAOYIOTH, O 0Moiog MHEVEl Xwpig eniBAewn (€0Tw Kal yia Aiya AenTa), evepyonolgital n autopaTn
npo®uUAagn Tng obovng (screen saver) Tou unoAoyioTh (META anod xpoviko diaoTnua adpaveiag
nou npoadiopileTal ota 10°) - yia TNV anevepyonoinon TngG onoiag anaiteital xpnon cuvenuaTtikoUu R
kal autopatn Oiadikacia anocuvdsonG Tou xpnotn (METG and Xpoviko didoTnua adpdveiac nou
npoadiopileTal oTa 60°).

2. AvTiypaga AcpdAsiag
A) ARyn kai TRPNON avTiypapwv acPpaAsiag

MoMITIKA yia Tn ARwn kal diaxeipion Twv avTiypapwv ac@aielac epapuoleTal g€ OAOUG TOUG
KEVTPIKOUG KPIioIJOUG nopouc OnAadry Ta nAnpogopiakd OCuUOoTAMATA, &PApPUOYEG, PAoeIg
dedopEvwy, ouaThpaTa, apxeia, 0edoueva apxeiwv xpnoTwy, apxeia kataypaeng (log files).

To appddio npoownikd yia Tnv OlAXEipion KAl NPOooTACia ToU €KACTOTE KPIiGIHOU MANPOQPOPIAKoU
NOPOU GUVTACCEI CUYKEKPIKEVN NOAITIKN avTiypdpwv acpaAeiag cupnepiAappBavovrag:

TOUG KATAAANAOUG PNXaviopoug (TexvoAoyieg, AoyiodIKO KAl anoBnkKeuTIkA PETQa),

TN oUXVOTNTA TNG dnMIoupyiac/AnWng Twv avTiypdpwv ac@aAsiac (ava Takta diactnuara, o€

nuepnola r eBdopadiaia Baon, avaloya Pe To PHEYEBOC Kal To €id0C TWV dOeDOPEVWY, KABWC Kal
ME To NOTE auTa PeTaBailovral),

TN KATAAANAN gnicnuavon autwy,
TNV ao@aAn anobnkKeuaon Toug (KpunToypapnueva Kal Tpnaon avriypapou €kTog dIKTUOU)

TNV 0pON avakTnon Twv dedoPEVWY ano Ta avTiypapa acPpdAeiac,
13



TOV NePIOBIKO EAEYXO AKeEPAIOTNTAG/A&loNIOTIAC TWV avTlypdpwyv nou AapBavovral
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MOAITIKN ANWNG avTiypapwVv acpaAeiac e@apuoleTal Kal oToug oTaduouc pyaciac Tou NPoownikou
nou eneEepyadleral npoownika dedoPeEva, Kal oTNV MNEPINTWAON NoU TA avTiypa®a anobnkevuovTtal o€
(popnTA PEOA, AKOMN Kal EVTOC TOU XWPOU £pyaaciac, TOTE AUuTA UMOXPEWTIKA KPUNTOypagouvTdl yid
TNV npooTtaacia Toug and un e€ouaiodoTnuevn npoopaon.

H noAimikn diaBiBaderal unoXpewTIKA oTnNV Opada AcPAaAsiag yia Tov OXETIKO EAgyxo.

> e nepinTwon ANWnG avtiypapwyv o€ ¢popnTa peoa (eEwTepikoi diokol, KAM.) enionuaivovTal eni autTwyv
N nUepounvia ANWNG Twv OedOUEVWYV, TO €UPOC TwV AduBavopevwyv OedOPEVWYV, TO €idOC Tou
avTiypagou (incremental, full), n nepiodikdTNTAa AAWNG Tou KABe avTiypda@ou (nueEPROIO,
gBOopadiaio, pnviaio, €TAOI0), 0 APIONOC TWV CUVOAIKWV avTiypdpwyv, KABwc Kal TOnog/Tponog
anoBnkeuong Nx XpNHAaTokiBwTIo.

B) Ténog TRpnong

EmAeypéva avTtiypaga ao@aleiag diatnpouvTtal o OIAPOPETIKO XWPO/Ppuaikn Tonobeoia and To
XWPO TwV NPpwToyevwV dedopevwy, dNAadn puAdcoovTal o€ AAAO aoPAAn XwWPOo eVTOG TOU
MavenioTnuiou kalr AapgBavovTal JETPA yia TNV acpaAn PJeTagopd Tous. H pUAagn avtiypapwv
aoQAAEIac eKTOC TWV KUPIWV KTIPIGKWY £YKATAOTACEWV Tou MavenioTnuiou 6a dieukoAuvOei pe Tnv
onuioupyia kai Asiroupyia Kevrpou Aedopevwy o evalAakTikd Xwpo (Disaster Recovery Datacenter),
nou eninAéov Ba €Eaoaliosl TNV ENIXEIPNOIAK OUVEXEID O MNEPINTWOEI KATAOTPOPIKWV
YEYOVOTWV OTO (n.X. nupkayid, nAnduUpa K.Am.).

3. AIagOpP®WON UNOAOYIOTOV
A) Eviaio oxnpa diaxeipiong kai Epappoyn TnG NoAITIKNG acPpAA&giag

EpappodeTal eviaia MNOAITIK ao@AAEIaG OTOUG NPOCWNIKOUG UMOAOYIOTEG TOU MPOCWMIKOU OTO
OUVOAO TwVv UnodIKTUWV TwV OJIOIKNTIKWV UNNPECIOV HECw unodopng Active Directory. Kabe
UNOAOYIOTNG €ival €vTaypevog oTo oUOTNUA eviaiag dlaxeipiong xpnotwv (AD), NpoKEINEVOU vda
epapuolovral kaboAika, o€ eninedo Xpnortn, opadag, TunuaTtog n Oleubuvong, ol pubpioceig
aoQAA&glac NANPOPOPIWY, N EMNITPENTH XPNON NPOYPANHATWY, N XPAON UNOAOYIOTIK®V Kdl JIKTUAK®V
nopwv (n.x. eKTUNWTEC, dIkTUAKN Jiokol, backup).

H unodouy AD aflonoisi To ouoTnua nARpoug diaxeipiong Tou KUKAOU (wNG TWV MPOCWHIKWY
Aoyapiacgpwv PECW TNG OUVOEDNC TOU PE TO KEVTPIKO LDAP.

B) NpooTacia and kakOBouUAo AOYIOHIKO

MNapéxeTal npooTacia and KAKOBOUAO AOYIOHIKO OAWV TwV UMOAOYIOT®V, TOCO TWV NPOCWMIKWV
UMOAOYIOT®WV TOU NMPOOWNIKOU 000 Kal TwV €EunnpeTnTwV. AuTd enituyxaveral (népav

TNG OWOTAG XPHONG AQUT®WV ano To NPoownikd) PE avTika npoypduparta (antivirus), kabwg kai pe
XpAon npoypauudtwv Teixwv acpaleiag (firewall). e kGBe npoownikd UNOAoyYIOTR PE €uBUVN Tou
apHOdIou MPOOWMIKOU UMOXPEWTIKA €ykaBioTatalr kai Asiroupyei antivirus kar firewall, Ta onoia
d1aBETouv ava ndoa oTiyun TIG NAEOV NPOo@ATEG EVNUEPWOEIG. EnINAgov, oTo AsImoupylkd oUoThua
TwV unoAoyloTwv (epoogov eival ouvdedepévol oTo AIadikTuo) eykabioTavralr o€ TAkKTa Xpovika
d1a0oTANATA Ol EVNUEPWOEIC AOPAAEIAC.

>TOUC UMNOAOYIOTEC nNou Tnpouv N ene€epyalovTtal €uaiobNTEC NANPOPOPIEC 1 Npoownika dedopeva
AeIToupyei Aoylodikd nARpoug npootaciag TeAikoU onueiou (Kaspersky Endpoint Protection) Tou
onoiou n AsiToupyia kaBopileTal auTopaTa and KeVTPIKA MOAITIKN NPooTaAciag, yid va MeEPIOPIOTEN N
moavoTnTa AdBouc oTtnv Xpnon Tou kal va e€aleipBei 0 kivOuvog POAUVONG TOUG HE KAKOPBOUAO
AOYIOUIKO. To npoownikd (oI XPHOTEG) evNUEPWVOVTAl KAl eknaidelovTal oTo AoyIiouikO Endpoint
Protection kal oTouc €Aéyxouc Mou npénel va ekTeAei 0Tav AauBavel apxeia nou npoEpxovTtdl ano
€EWTEPIKA OiKTUA 1 PopNTA PECA anobrkeuonc.
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3TOUG UMNOAOYIOTEC nou TnpoUv i enegepyalovral npoownika dedopeva Kal KUpiwg dedopeva E1IDIKWV

KaTnyopiwv  AEITOupyeEi AOYIOMIKO eAEYXOU, EVTONIOUOU Kai napepnodiong MN
€€oualodoTNUEVWV/AavOaouEvwy  evepyelwy  dlakivnong/HETAQopAc nNANPOPOPIWY  EKTOC Tou
Mavenmortnuiou (DLP - Data Loss Prevention) Tou onoiou n Asitoupyia kaBopileTar autoparta

anod KevTPIKN NOAITIKN NpooTaciac.
N PuBpiosig unoAoyioToV

>TOUC UMOAOYIOTEG TOU MNPOCWMIKOU ENITPENETAl n ouvdson Me diaxeIpIoTIKOUC Aoyapliaououc Hovo
OTO apuodio Npoowniko diaxeipiong. O1 epyalopevol ouvdeovTal povo pe dikaiwpaTta anAolU XproTn Kal
XWPI¢ duvaTOTNTEG EVEPYEIWV MOU WMOPEI va ENNPEACOUV TNV OUVOAIKN AgiToupyia kal 81apop@waon
n.X. ANEVEPYONOINGN avTIIKwV NPOYPAUNATWY, EYKATACTACN VEWV NPOYPAUNATWV N aAAayn pubuicewv
OUOTANATOC, K.A.M.. ZTOUC UNOAOYIOTEC AUTOUC YivETAl ano To apuodio Npoownikd NePIOdIKOC EAEYXOG
TOU EYKATEOTNHEVOU AOYIOMIKOU YIA TOV TUXOV EVTOMIOWO NPOYPANHATWY MOouU €XOUV £yKATaoTadei Pe
Baon eykekpipeveG O1adIKATIEG.

Eniong n xprAon Aoyapiacpwv HeE KAIdakoUpeva Odikaiwpata (Ox1 nAnpoug diaxeipiong) oToug
UNoAOYIOTEG BEATIWVEI TO €NiNed0 aoPAAEIAC, €101KA OTIC NEPINTWOEIG MOU OUYKEKPIMEVEG EPAPHOYEG
Exouv oav npolnodBeon yia TNV A&IToupyia Toug enau&nuéva dikalwuaTa Xpnorn.

A) Z0vdeon ANOCNWHEVWV HECWV

O1 NAekTpPOVIKOi UMOAOYIOTEG MOU XpnoidonoloUvTtdl and Toug TeAIKOUG XpnoTteg Oev Ol1aBETouv
duvaroTnta €gaywyng 0gdopevwyv o anoonwpeva peoa (n.x. USB, CD/DVD), ekTdG kal av undpyel
OXETIKN €yKpion and Tnv unnpeaoia.

E) YnoAoyioTég pE npocBacn oTo AladikTuo

Aev anoBnkelovTal NPoownika dedouEVa €I0IKWV KATNYOPIWV OE UNOAOYIOTEC NMOU £XOUV OUVOEDN HE
To 01adikTUO (EKTOG av KATI TETOIO €ival anoAUTWC anapaiTnTo oTo NAaioio Tou poAou/apuodioTHTWV
nou €xouv avaTtebei oTo XpnoTn Tou unoAoyiotn). H @UAa&n autn yiverar povo oe file share nou
dnuIoupyouUVTal OTOUG EEUNNPETNTEG Tou MNavenioTnuiou.

4. Apxeia kataypa®ng (log files)
A) TRpnon kai EAEyX0G APXEiWV KATAYypaAPng

3Ta Kpiolga ouoTnuaTta TnpouvTal and To apuodio Npoownikd (JIaxEIPIOTEG) Kal EAEYXOVTaAl OE TAKTA
XpOvIKa dlaocTnuaTa, Ta apxeia kataypapng Twv evepyeiwv  (log files) Twv xpnotwv,
OUMNEPIAGUPBAVOUEVWY KAl TWV EVEPYEIWV TWV OIAXEIPIOTOV TWV CUCTNHATWV, KABWG Kal Twv
OUMBAVTWY Nou OXETICOVTAl UE TNV AC@AAEla.

MNpooBacn oOTa apxeia auTtd, €KTOG and TOugG OJIaXEIPIOTEG OUOTNUATWY, OUvATAl va €XOUV N
Opada AogdaAeiag, kal onola aAAa pPEAN Tou npoownikoU €ival €niQOpPTIOUEVA HE aApPOdIOTNTEG
dlaxeipiong NePIOTATIKWV ACPAAEIQg KATOMNIV KataAAnAngG €€ouaiodoTnoNG.

B) EI131kéG EVEPYEIEG NOU NPENEI va KAaTaypagovral

>Ta apxeia kataypapng evepyeiwv (log files) Twv nAnpoopiakwv cuoTANATWV KAl TWV UMNNPECIOV
d1adIkTUOU TnpouvTal onwaodnnoTe, KAt eAdxioTto, Ta €ENC: TO aAvayvwploTikO Tou XpnoTn nou
aItnenke Tnv ouvdeon/npoonélaon (dedoPEVWY NPOCWNIKOU XapakTrnpa), N NUEPoOUNvia kar wpa Tou
OXETIKOU aITAHATOG, TO oUOTNHA HECW TOU omnoiou aiTnOnke Tnv npooBacn (unoAoylioTng, NpPoypaupa
AoyiopikoU, K.AM.), kabw¢ kalr av TeAIKA ouvdEBNKe/MpoomneEAAcse TNV NAnpogopia nou aiTnenke.
Eniong, npénel va kataypdgovTtal OToIXEia NMou a@opouv TIG NMPOCNABelec PN €E0UCIOdOTNHEVNG
npooBacng Kkai yevikoTepa KABe evépyela n onoia pnopei va unodnAwvel dievépyela eniBeong. =Ta
apxeia kaTaypapnc KeEVTPIKWV CUCKEUWV MNOU OUVOEoUV TO JIKTUO MPE Ta €EwTepika OikTUa 1 ME
€0WTEPIKEG {wVeC aopdAesiac duvartal va TnpouvTadl, Yid MNepPiodo €vOC €TOUC, AMOKAEIOTIKA: N
nUeEpPounvia kalr n wpa TnNG kabe ouvdeong/anocuvdeong, n didpkeld Tng, n dOleubuvon JIKTUOU
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(npoéAeuonc-npoopiopoU) kal To €idog (NpwTOKoAANo-ndpTeC TCP/IP) TnG enikolvwviac. Ta apxeia
autd TnpouvTal OE KPUMTOYPA@PNHUEVO KATAAOYO TOU OMoiou To KAEIDI anokpunToypd®nong cival
AanokKAEIOTIKA yvwoTo otn Opada Aoc@dAsiag kal g€ oUuoTnUa nou €xXel dlaxelpIoTIKa OIKalwPaTa
OUYKEKPIYEVOC epyaldpevoc. Ma To €AeyX0 TwV aApPXEiWV anaiTeitar Tautoxpovn npooBacn Twv
napanavw dUo0, 0 cUCTNKA KAl ApXEid, Kal JE UNOXPEWTIKA TN napoucia Tou dIoikNTIKA uneubuvou
TOU appodiou yia TNV AgiIToupyia Tou JIKTUOU TUNHATOC.

N Ailaypa®@n apxEiov kataypa@ng

Ta apxeia karaypapnc €VOWPATWVOVTAl OTNV MNOAITIKA ANWNG avTiypdpwyv aocpaAelac kalr Oev
dlaypagovTal Xwpic kKataAAnAn €ykpion Kai npiv Tnv napodo Xpovikou d1acTrnNaTog dUo TOUAAXIOTOV
€TWV, TOo onoio kabBopileTal enakpIiBw¢ and Tov UMEUBUVO TOU OUCTAMATOC OE CUVEPYAOia ME
Tnv Opada Aogpaleiac.

5. ACQAAgla ENIKOIVOVIOV
A) AopaAeia AIKTU®WV

To dikTuo ToU MavenioTnuiou diaxwpileTal anod Ta eEwTepIKA dikTUA KAl AOYWw TOUC MEYEDOUG TOU EXEI
kataTunBei oe unodiktua (VLANS) n/kal {wveg aopAAElag HE OTOXO TNV ANOTEAECHATIKNA NpooTaacia
TWV NANPOQPOPIGKWY NOpwvV. AIaBETEl unXaviopgoUg Kal  ouoTAPATa aoc@aAeiag  (evOEIKTIKA
ava@epovTal: avaxwpata aceaeiag (firewall), ouoTiuaTa avixveuong kair anoTponng €ioBoAwv
(IPS), AioTeg eAéyxou npooBaong (ACL), 10eatd 10IwTIKG dikTud), TWV OnNoiwv N A&IToupyia Kal
N TexVIKN dlapoppwaon AapBavel unown TIg dIEBVEIC, EUPEWG ANOJEKTEG NPAKTIKEG Kal NpoTuna. To
apuOdIo NPOOWNIKO O Ouvevvonon MHe Tnv Opdda AoQAAEIdC nNApPAPETPONOIEl KAl OIANOPPWVEI
TOUG NPOava@ePOPEVOUG WNXAVIOPoUG KAl GUOTNHATA yid TNV APEon €pAapuoyn TV anapaitnTwv
METPWV Kal TNV AanoOTEAECHATIKI NPOOTACid Tou OIKTUOU, TWV MNPOOWNIKWY OeJ0UEVWY  Kal
NANPOPOPIWV.

B) AnopgakpuoHévn npooBaon

H anopakpuopévn npooBacn o€ Kpiola CUOTANATA KAl EQApUOYEG ENITPENETAI POVO HECW ACTPAAWV
KavaAlwv Pe TauTonoinon/auBevTikonoinon kal kpuntoypdagnaon (onwg VPN kal SSH). H ouvdeon pe
npoypaupaTta npoocBaong onwc Remote Desktop, VNC, k.An. eniTpeénovTtal govo o€ €E0U0IodOTNHEVO
NPOoOoWNIKO Kal Nnavw anod To npoBAenopevo yia Tnv nepintwon VPN. MNa Tnv nepaitépw Heiwon Tou
KIvdUvou Olapponc dedopevmwyv 1 Jn g€ouaiodoTnuévng npooBaong, yiverar xpron 2FA (Two Factor
Authentication) kaTtd Tnv cuvdeon peow VPN. H npdofacn ouvepyaloPeEVwVY ETAIPEIWV OE OCUCTNHATA
Tou MavenioTnuiou yia unooTAPIEN, yiveTal yovo e TIG Nolo NAvw PEBODOUG Kal ENITPENETAl HOVO Anod
AioTa dieubuvoewv (public IPS) nou napExel n EKACTOTE €TAlpPEia.

N NpwTtokoAAa dikTUOU

FVETAl UNOXPEWTIKN XPHON acPaAlwVv NpWTOKOAAWV €nikoIvwviag oTo dikTuo, onwg HTTPS, SFTP, SSH,
SMTPS, IMAPS. Ta nAnpo@opiakd OUCTANATA KAl Ol €PAPHUOYEC MeE Olenagr naykoouiou 10ToU
A€IToupyoUV anoKAEIOTIKAG HEOW aopalouc (kpuntoypa®nuévou) kavaAiou (SSL/HTTPS), kabwg
€niong Kal ol 1I0TooeAIOEC Nou NepIAAPBAVOUV POPHEC UNOBOANG MPOOWNIKWV JEDOHEVWV.

Eniong n peradoon Twv kwdIKWV nNpocBacng navw anod To dikTuo and ePapuoyeg, oTn ¢daon Tng
OUVOEDONG TWV XPNOTWV TOUG, YiVETAI JE KpuNTOypAPNon, onou ival duvaTtov.

A) Zoveg aocpalAsiag

Ta ouoTuaTa nou unooTnpifouv Kal NPOOpEPOUV UMNPECIEC EUPEWG NPOCRACINEG anod To d1adikTuo
TonoBeToUvVTAl O OUYKEKPIPYEVEG {wvec aopalesiac (Demilitarized Zone - DMZ) yia Tnv KaAUTepn
NpooTacia TwV NANPOPOPIMY KAl TV MPOCWNIK®V OdOUEVWY HE TNV a&lonoinon PNXaviop®V KAl
ouUOTNHATWV SIKTUAKNC AoPAAEIQG.
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>e KGBe nNepinTwon KATaypdPETAl N APXITEKTOVIKI NOU €XEl UAOMOINBEI, o NANPOPOPIAKOi NOpol Nou
€xouv TOonoBeTnOei oTn {wvn KI N NOAITIKI AOQAAEIAG Nou epappoleTal OTOUG OXETIKOUG NNXAVIOHOUG
Kal Ta CUCTANATA Nou XpnaoigonoliouvTal.

E) NMpooBaon XpNOTWV OE UNNPECIEG KAl EQPAPHOYEG d1adIKTUOU TRITWV

H npooBacn o€ OUYKEKPINEVEG UNNPECIEC KAl EPAPHOYEC Tou d1adikTuou (internet) TpiTwv napoxwv
ano unodikTud UNOAOYIOTWV TWV KEVTPIKWV JIOIKNTIKWV UNNPECIWV KMNOPEI va NEPIOPIOTEI 1 KAl va
anayopeuTel MECW TWV MKNXAVIOHWV KAl ouoTnPatwyv ac@dAsiag (UTM firewall), e€av Bgtel
anodedslypéva o< Kivouvo npoownika dedoueEva kal euaiodnTeg NANPoPOopIEG.

2ZT) Apxeia karaypa®ng (logs)

O1 KpioIgeC OIKTUAKEC KAl UMOAOYIOTIKEC UNodouec (e€onAIONOC, OXETIKO AOYIOMIKO) €ival
UMOXPEWTIKO va ouvdeéovTal PE AOQAAEId KAl VA EVNMEPWVOUV KEVTPIKO OUOTNHA OGUAAOYAG Kal
Kataypaeng cupBavtwy, 6nou auTo €ival TeEXVIKA €QIKTO. 'ETOI enITuyxaveTal o BEATIOTOG KEVTPIKOG
EAEYXOC TWV OUMPBAVTWV Kal n oAoKANpwHEVN a&loAdynon TOUuG O€ OXEON ME TNV ACPAAEld TwV
OIKTUGK®WV Kal NANPO@OPIaK®wV NoOpwV.

6. ApXeia o€ anoonwWHevVa HEoa anoBnkeuong kai oTo dikTuo

A) Xpfion kpunToypapnong

H npooTacia TNG eUNIOTEUTIKOTNTAG, TNG AKEPAIOTNTAG KAl TNG AUBEVTIKOTNTAG TWV NANPOPOPIWY Kal
TWV NPOCWNIKWYV OEOOUEVWV BEATIOVETAI O HEYAAO BABNO HE TNV XPHON KPUNTOYPAPIKWV TEXVIKWV
Kal MpoypapuaTwy.

STOUG MPOCWMIKOUG UMOAOYIOTEG TOU MPOOWNIKOU AEITOUPYEI AOYIOHIKO KpunToypa®nong (n.x.
Bitlocker), To onoio XpnolYonoIgiTal UNOXPEWTIKA Yyia TNV MNpooTacia apxeiwv HE €uaiobnTeg
NANpPo@opies kal npoownika dedopéva, €10IKA OTIC NAPAKATW NEPINTWOEIC:

1) anoBnkeuon apxeiwv oe opnTa peoa (n.x. USB diokoug K.0.K.), a®@ou yia auTeG TIG NEPINTWOEIG O
Kivouvog diappong dedopEVWY augaveral.

2) anoBnkeucon apxeiwv oTo cloud | o€ IGTOTONOUG NOU NPOCEPEPOUV UNNPETIEG anoBnKeEUONG

3) anoBnkeuon apxeiwv o€ KOIVOXPNOTOUG (PAKEAOUG

e nepINTWOEIC UNap&éng avaykwv npocBaonc anod nepioodTeEpoUc anod eva epyaldpevo o€
Kpuntoypapnuéva apxeia 1 folder, eykaBioTraTtar OTOUC UMOAOYIOTEC TwV XPNOTWV KATAAANAO
AOYIOWIKO KpUNTOYPAPNOoNG UE auTd Ta €10IKA XAPAKTNPIOTIKA.

STOUG UMOAOYIOTEG Mou YiveTal enegepyacia npoownikwv OedOHUEVWY  EI0IKWV  KATNYOPIWV
eykadioTatal unoxpewTika, and €e&EIOIKEUPEVO NPOownikO, AoyIodIKO kpuntoypapnong (Endpoint
Encryption) Tou onoiou n AsiToupyia kaBopileTal and KEVTPIKN MOAITIKN NPooTaAciag Kal eknaideveTal
0€ QuTO 0 XpPnRoTnc.

Eniong n xpnon KpuntoypagIik®wVv nNpoypaupaTwy NPOTEIVETAl OTIC MEPINTWOEIC:
oTNV NAEKTPOVIKI anoBbrkeuon KwdIKwV NpocBaong
OTNV AanooToA GCUVNUHUEVWV apXEiWV MNOU MEPIEXOUV  €uaioBnTeg nAnpogopieg (n.x.
npoownika dedopéva) HEow email
OTOUG OKANPoUG OiOKOUC TWV (QOopnTWV UMOAOYIOTWV WOTE VA €AAXIOTOMOIEITAl O KivOUVO(g

diappong NAnpogopIiwV 1 KN €€ouciodoTnUEVNG NPooBacnc o€ NePINTWON KAOMNNG 1 anwAEIAg
TNG OUOKEUNG.

B) Apxeia o€ dikTua
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Ta apxeia Pe kpioIgeG NANpopopiec kal npoownikd dedoueva npoTeiveTal va anobnkevovTal and Tov
XPAOTN TOU UNOAOYIOTH O€ KEVTPIKO cUOTNHA JIKTUAK®V iKWYV, KATAAANAG dIANOPPWHEVO WG NPOG
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TNV ao@daA&ia kai Ta dikaiwpata npooBaocng o€ eninedo diokou, KATAAOywv Kal apxeiwv. XTo idlo
ouoTtnua (oe dAAoug OpwG dIKTUakKoUG OioKoucg) anoBnkelovTal Ta KoIvd apxeia n Ta apxeia nou
avtaAAdooovTal JETAEU TOU NPOCWNIKOU Tou idlou TUAKATOC 1 TN idlag dieubuvaongc.

H xpnon e@appoywv diadikTuou anoBnkeuong kal avrtaAlayng apxeiwv (cloud storage) vyia
unnpeolakoUug okonoug, onw¢ Dropbox, Google Drive, Microsoft OneDrive, WeTransfer kAn.
anayopeUeTal €KTOC €AV UNAPXEl OXETIKA CUPBAon/oup@wvia Tou MavenioTnuiou PJE TOV NAPOXO0 TNG
unnpeaiac.

7. AopaAegia AoyioHIKOU
A) ZXeS100HOGC EPAPHOYWDV

O 0xedIaopoC TWV €PAPHOYWV MOU XPNnoigonolouvTal oTnV enegepyacia Npoownikwyv OeOONEVWV
npayuartonolgital AapgBavovrag unown TIG BACIKEG APXEG TNG NPOOTACIAG MPOCWHIKWY OESOUEVWV
kal Tng 1BiwTiIkOTATAGg (privacy by design). Q¢ ek ToUTOU, Ol €@apuUOYEG AKOAOUBOUV Tnv apxn
TNG eAaxioronoinong Twv dedopevwy (data minimization), kaBw¢ kalr TNG NoiOTNTAC TWV
d0edopévwyv (data quality) kal nepiAagBavouv Tn duvaTtoTnTa TnG diaypapnc OeOOMEVWV HETA TO
XPOVIKO d1doTnua mnou anaiTeiTal yia TNV npaygaronoinon Tou okonoU TnG enegepyaociac. Eniong,
ENITPENOUV TNV UAonoinon OAWV TwV aNAITOUMEVWV TEXVIKOV MNXAVIOUWV aC@AAE£ldg yia Tnv
npooracia Twv OJe&dOMEVWV anod Tuxaia n absuiTn KataoTpo®r, TuxXdia anwAela, aAlloiwon,
anayopeupevn diadoon n npooBacn Kal KaBe aAAn popen abEuITNG enegepyaaiac.

B) Ac@aAng avanTuén epapuoywv

>€ NePINTWON avanTu&éng epapuUoywV, €iTE ECWTEPIKA OTOV 0PYaVIOUO €iTE ano eEWTEPIKO OUVEPYATN,
npoBAEneTal pebodoloyia acpalolc avanTuéng AoyiodikoU, WOTE va ano@euxbouv TuXOV eunddbeleg
auToU wG Npog TNV dopdAAegia npoTou autod uAonoinOsi.

H sowTepikn avanTuén epapuoywv YiveTal anokAEIOTIKA O KATAAANAA JlapopPpwuEVO, aveEapTnTo,
OUVEPYATIKO NPOoypauuaTioTiko nepiBAdAAov kal Pe BAon OUYKeKpIYEVN peBodoAoyia avanTtuéng
KwOIKA.

ZTIG NEPINTWOEIG ONOU N avanTtuén Twv €QApUOYWV YiveTal anod €EWTEPIKO OUVEPYATN, UNAPXOUV
npodiaypa®eg acPAAEIag TNG EQAPKHOYNG OTO £YYPAPO NEPIYPAPNG ANAITACEWY AOYIOHIKOU, TO OMNoio
EUNEPIEXETAI OTN OUPPBACN PE TOV EKACTOTE avadoxo.

) AvaBaéuion AoyioHIKOU

To gunopikd AoyiopikO kal To Aoyiopiko EA/AAK (EAeUBepo Aoyiopiko / Aoyliopikd AvolkTou Kwdika)
TWV KEVTPIKWV UMOAOYIOTIKOV Kdl OIKTUGKWV UNOJOHWY EVNHEPWVETAlI CUXVA HE TIG VEEG EKDOOEIG
aoQaAeiac pEow TwV npoPBAsnopevwy diadikaociwv avaBaduionc. Q¢ ek TouTou dlacpalileTal n
OUVEXEID TNG adeiag XprnonG TOUu EPMNOPIKOU AoyIiodikoU MEOW €ykaipng olvayng oupBacewv
OUVTAPNONG YIa TN Napoxn TV VEWV €kOOOEWV, EVNUEPWOEWV KAl TEXVIKAC UMNOOTNPIENG. 2€
neEPINTWON MNou Undpxel evnUEPWOn OTI OTAMATA N UNOOTNPIEN OUYKEKPIUEVOU AOYIOHIKOU TOTE
npoypaupaTi¢eTar and To ApPOdIo TUAMWA n AUEON avTIKATAOTACN TOoUu ME véa €kdoon Tou idlou
AoyiopikoU (major upgrade, Bewpeital veéo/aANo AOYIOWIKO) 1 HE AVTIOTOIXO AOYIOHIKO.

8. Alaxeipion aAAayov
A) NoAImikn diaxeipiong aAAaywv

O uneuBuvog kaBe nAnpoopiakoU CUCTAMATOC €xel TNV euBuvn Tng Olaxeipiong Twv aAlaywv
(Change Management) o€ auTd kal oQeiAel va PepIPvA Kat’ eAAxIoTov yia:

TNV KaTaypa®n Twv aiTnPatwv aAAayng.

TOV KaBopiopd TwV POAWV Nou €xoUV JIKAIWHA EYKPIONG TWV AAAQYWV

Tov KaBopioud TwVv KPITNPiwV anodoxng TG aAAayng
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To xpovodidypauua uAonoinong
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MpoTeiveTal o OAa Ta n)\r]poq)oplaKa OUCTANATA Kal TIG scpappoysq ME €ublvn TOu uneuBuvou va
akoAouBeiTal cuykekpipevn diadikaoia diaxeipiong aAAaywv cUPPwva PJE Ta NApakaTw BANaATa:

1. Evépyelec nou anaiTouvTal yia Tnv uAonoinon Tng aAAayng

2. AEloAOoynon Twv NiBavwv eNINTWOEWV OTN AEITOUPYIKOTNTA KAl OTNV ACPAAEId NANPOPOPIWV.
3. MAavo enavagopdc¢ oe nponyoUPEVN KATAOTAON O MEPINTWON anoTuxiag ulonoinong
TNG aAAaync.

EvEpyeiec dOKIPWV.

AnoTeAEéopaTa JOKIHWV.

‘Eykpion aAAaywv.

o Uk

B) MepiBaAAov SOKIH®OV

O1 OOKIMEG TOU AOYIOMIKOU, TOOO O€ €NinNedo E€NIPNEPOUC EPAPHOYWV OCO Kal O €NiNedo AEITOUPYIWV
O0leEayovTal AnOKAEIOTIKA O€ OOKIYAOTIKO nepIBAAlov. Eniong oupnepiAapBavouv pebodoloyia
enaAnBeuong TNG acPAAEIag TWV EQAPHUOYWV KAl EMNICKONNON ToUu Kwdlka, ONou auTo €ival TeEXVIKA
EPIKTO.

To AOYIOMIKO €AEyXETAl O €miKaiponoinuévo Mn napaywyikd (non production) cUoTnua kai
XpnoigonoloUvTal doKINACTIKA Kal OXI NpayuaTika dedopéva ) dedoPeEva ToU NApaywyIikou oUCTANATOG
(production), ekTd¢ €av KATI TETOIO €ival anoAUTWG anapaiTnTo Kal eV UNApXel EVAAAAKTIKN Auon. Av
gival avaykaio pnopouv va xpnoigonoinbouv npaypatika 0edopéva O AVWVUMOMOINUEVN HopPR N
d1apopeTika neplopidovtal oTa anoAUTWG anapaiTnTa yla Toug okonoug ToU EAEYXOU.

N SuvTApnon AOyIOHIKOU CUCTAHATOG / EVOIGUMETOU AOYIOHIKOU / EQAPHOY®OV
H evnuépwon, avapBdabuion kal ouvTApnon Tou AOYIOMIKOU TWV KEVTPIKWV UMNOAOYIOTIKWV Kdal

OIKTUGKWV OUOTNHATWV KAl TWV MApEXOUEVWYV UMNPECIOV TNAEUATIKAG YiveTal ano eEeIOIKEUPEVO
NPOCWNIKO MANPOPOPIKNG, XWPIC va dIakONTETAl N AEITOUPYia TOUG, ONMOU auTo €ival TEXVIKA EPIKTO N

0€ WPEG XapNANG Xpnone/Kivnong.
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1. 'EAsyX0G QPUOIKNAG NnpooBaong
A) ®uoikn NnpocPacn O€ EyKATAOTACEIG Kal computer room

STOUC XWPOUC nou  PBpiokeTal  KEVTPIKOG  UMOAOYIOTIKOC  Kal  OIKTUAKOC  €EonAIOHOC
(oupnepiAapBavopevng TNG OIKTUAKNG KaAwdiwong) e@appolovral kKataAAnAa HETpa €AEyxouU
(PUOIKNG npdoBaong, €Tol WOTE va eNITPENETAl N npoofacn HOvo O KATAAANAa €€ouoiodoTnuEVO
NPOCWNIKO, YIa NAPAdEIYHNA XWPEO! NoU BPIOKETAl NEPIPEPEIAKOC DIKTUAKOC EVEPYNTIKOG Kal NadnTIKOG
€EONAIONOC Npénel va gival HOVIUA KAEIDWHEVOI.

>TIC NeEPINTWOEI TwV KeévTpwv Aegdopévwyv (Data Centers) kal Twv Kevrpwv Aiktuwv (Network
Centers), AOyw TNnG @uonc¢ Tou €EonAiopoU, Twv O€dOHEVWYV KAl TWV UMNAPXOVTWV KIVOUV®YV,
EAEYXETAI KAl VA KATAYPAPETAl KAOE NPOCRACN OTOUC OUYKEKPINEVOUG XWPOUC.

B) Tpnon kataAoyou

Alatnpeital pge €uBuvn Tou JIOIKNTIKA Kal TEXVIKA UMNEUOUVOU EMNIKAIPOMNOINKEVOG KATAAOYOG ME
Ta OIKAIWKATA PUACIKNG NPOoBacng Tou NpoownikoU KabBwg Kal He To Npoownikd nou d1abeTel Kwdikoug,
KApPTEG €10000U Kal KAEIDIA yia NpooPacn O XWPOUG NOU AEITOUPYEI 0 KEVTPIKOG UNOAOYIOTIKOG Kal
OIKTUAKOG €EOMAIOMOG Kal Ol KTIpIaKoi kKaTaveunTeg OikTUou. O1 kaTaAoyol auToi UNOKEIVTal O€
TAKTIKN avabewpnon.

2. NepiBaAAovTiKn aoPaAsia
A) MNpooTacia and (PUOIKEG KATACOTPOPEG
AauBavovTtal Ta KataAAnAa HETPA yia TNV MpooTacia TwV KTIPIWV, TV KPICIHWV XWPWV, TV
computer rooms, TwV YPAQEiwV TOU MNPOCWMIKOU, Tou €EonAIgHoU MANPOQPOPIKNG Kal TOU XWPOU
TAPNONG PUOIKOU apxeiou anod {nUIEG Mou PNopouv va npokAnBoUv anod (PUOIKEG KATAOTPOPEC N
KaKOBOUAEC evépyelec, ONwC nANUUUPA, unepBEpuavon, nupkayid, oe€iopog, €kpnén, dlappon
vepou, diakonn peupartog, didppn&n/kAonn, BavdaAiouog, K.AnM.
EvOeIKTIKG PETPA NMOU TnpoUvTal NPOG AuTh TNV Kateubuvon eival Ta €§AG: ouvayepuog, NOPTEG Kal
napabupa ac@AA&lag, NuponpooTacia, anoudakpuvon €€onAiogoU and udpPOOWANVWOEIC KAl MNYEG
OKOVNG,  QVIXVEUTEC  uypaciac  Kal nAnuuupacg, adidAsintn napoxn pPeUPaTog  HEOW
OoTaBEPONOINTWV/YEVVNTPIWV, K.AM.

3. 'EkBeon eyypapwv
A) TonoBETnon pakeEAmv

O1 akeAol Nou nepiEXouVv npoownika dedopéva (Puaoikd apxeio) gival TonoBeTNUEVOI O pwPIAPOUC i
BIBAIOBAKEG Nou punopoUv va KAEIDWVOUV Kal va Pnv ekTiBevTal o€ Kolvn B&a.

B) MeTapopa pakéAwv

Na kaTtaypdgpetal n HeETaPopd TWV PUOIK®OV PAKEAWV O SIAPOPETIKA YPAPEIa 1 0€ AAAEG UNNPECIAKEC
Movadeg.

N Clean desk policy

Aev Ba npénel va apnvovTal ekTeBEINEVA, XwPIC eniBAswn, €yypaga kal gopnTd PEoa anobnkeuong

navw o€ ypageia. Ta ypageia Ba npenel navrta va €ival KAEIoTa oTav o pyalopevog anouaialel ano

auTda, Xwpic va unapxouv KA&Id1a oTnv nopTd. Ta onuavTika £yypapa Ta onoia nepIEXOUV Npoownika
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o0edopeva, puAayovTal o€ BIBAIOBNAKEC N pwplapous nou kAsidwvouv. O 086vec Twv HY Ba npenel va
gival KAEIDWHPEVEG NE NPOCWNIKO KWOIKO.

A) ZUOKEUEG avanapaymyng eyypapwv

NOINEC OUOKEUEC nou duvaTtal va xpnoigonoinboUv yia urnokAonn f yia Tnv €kBeon npoowniKwv
0edopevwv Oc  Kolvhp Béa, OnwC @QWToavTIypa@Ikd, OUOKEUEC fax, EeKTUNWTEC, K.AM.
NPoOoTATEUOVTAl KATAAANAQ.

4. NpooTacia popnTE®V HECWV ANOORKEUONG

A) AcQaA&gia popNTMV HECWV
AauBavovTal Ta KaTaAANAa PETPA YIa TN PUGIKN AOPAAEId KAl NPooTaAcia TwV PpopNTWV AnoBNKEUTIKWV

MECWV - ONWG va puAacoovTal o€ acPaAn onpeia 6tav Oev eival g xpron Kai va sival ndvra uno
eniBAeywn kata Tn S1ApPKEIa TNG XPNongG TouG.
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MNa Tnv npooTacia TWV NPOoWNIKWV OEJOUEVWV OE MEPINTWON KAMOIOU EKTAKTOU MEPIOTATIKOU, ONWG
(PUOIKEG KATAoTPOPEG (N.X. OEIOMOG, NupKayld, NANUUUPA) n HeyaAng euBEAEIAC NEPIOTATIKA
aopdAeiac (n.x. kataoTpo®r and kakoBoulo AoyiodikO) €ival anapaitnTn n A€iroupyia kataAAnAa
OIaUOPPWHEVOU KEVTPIKOU UMOAOYIOTIKOU Kal JIKTUakoU €EOMAIOHOU 0 €vaAAAKTIKR €ykaTtaoTaon
(xwpo). Ze auTto To XwWPOo Ba yiveTal avakapyn Kal anokataoracn TwV KPioIwV MANPOQOpIaK®V
ouoTNUATWYV Tou MavenioTnuiou Og NEPINTWOEIG EKTAKTNG avaykng (Disaster Recovery Plan).

MNa Tnv TaxuTepn duvaTh QVTIMETOMION TWV EKTAKTWV MNEPIOTACEWV OTOUG XWPOUG AEIToupyiag Tng
KPIioINNG UNOAOYIOTIKNAG Kal dIKTuakng unodoung (n.x. osiopocg, nupkayid, nAnuuupa, kAonn), €ivai
anapaitnTa:

1. OUOKeEUEC N MEBODOI Mou e€AEyXouv Tn Beppokpacia, Tnv Mieon, Tnv uypacia kal dAAoug
nepiBaAlovTikoug napayovTteg. Mapadeiypata eival Ta KAIPATIOTIKA, Ol HPETPNTEG Uuypaaciag
Kal ol I0VIOTEG TNG aTHOOPalpac.

2. n TonoBETnon ouvayepUwy, ol onoiol xpnalgonoloUvTal TOCGO Yia TNV avixveuon (EniKeiNeVNG)
{NMIaG AOYWw TwV PAIVOPEVWY auTwV, aAAd Kal yia TNV avixveuon €iI0foAwv oTa guoTnuara.

3. n TonoBETrnon nupooBeoThpwy, EIDIKWV aPpwV, E€I0IKWV XPNHATOKIBWTIWV yid TNV
anobnkeuon onouddiwv eyypdQwyv, avTiypdpwv ac@aieiag kal AAAwv  onUavTikwv
AVTIKEIMEVWYV, KAl €£YKATAOTACEIC ANOBNKeUOonG VEPOU, Ol OMOIEG va €Xouv Kal duvaTtoTnTeG
avtiAnong.

4. n Xpnon ups Kai €I8IKWV YEVVNTPIWV, YIa TNV adiGA&INTn napoxn NAEKTPIKNG EVEPYEIAG OTOV
eEonAIouo.
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